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All information herein is either public information or is the property of and owned solely by Gemalto NV. and/or 

its subsidiaries who shall have and keep the sole right to file patent applications or any other kind of intellectual 

property protection in connection with such information. 

Nothing herein shall be construed as implying or granting to you any rights, by license, grant or otherwise, under 

any intellectual and/or industrial property rights of or concerning any of Gemaltoôs information. 

This document can be used for informational, non-commercial, internal and personal use only provided that: 

¶ The copyright notice below, the confidentiality and proprietary legend and this full warning notice appear 

in all copies. 

¶ This document shall not be posted on any network computer or broadcast in any media and no 

modification of any part of this document shall be made. 

Use for any other purpose is expressly prohibited and may result in severe civil and criminal liabilities. 

The information contained in this document is provided ñAS ISò without any warranty of any kind. Unless 

otherwise expressly agreed in writing, Gemalto makes no warranty as to the value or accuracy of information 

contained herein. 

The document could include technical inaccuracies or typographical errors. Changes are periodically added to 

the information herein. Furthermore, Gemalto reserves the right to make any change or improvement in the 

specifications data, information, and the like described herein, at any time. 

Gemalto hereby disclaims all warranties and conditions with regard to the information contained herein, 

including all implied warranties of merchantability, fitness for a particular purpose, title and non-infringement. In 

no event shall Gemalto be liable, whether in contract, tort or otherwise, for any indirect, special or consequential 

damages or any damages whatsoever including but not limited to damages resulting from loss of use, data, 

profits, revenues, or customers, arising out of or in connection with the use or performance of information 

contained in this document. 

Gemalto does not and shall not warrant that this product will be resistant to all possible attacks and shall not 

incur, and disclaims, any liability in this respect. Even if each product is compliant with current security 

standards in force on the date of their design, security mechanisms' resistance necessarily evolves according to 

the state of the art in security and notably under the emergence of new attacks. Under no circumstances, shall 

Gemalto be held liable for any third party actions and in particular in case of any successful attack against 

systems or equipment incorporating Gemalto products. Gemalto disclaims any liability with respect to security 

for direct, indirect, incidental or consequential damages that result from any use of its products. It is further 

stressed that independent testing and verification by the person using the product is particularly encouraged, 

especially in any application in which defective, incorrect or insecure functioning could result in damage to 

persons or property, denial of service or loss of privacy. 

© 2017 Gemalto. All rights reserved. Gemalto and the Gemalto logo are trademarks and service marks of 

Gemalto N.V. and/or its subsidiaries and are registered in certain countries. All other trademarks and service 

marks, whether registered or not in specific countries, are the property of their respective owners. 
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Preface 

SafeNet MobilePASS+ is a mobile client application that enables you to access corporate and web-based 

resources securely. It eliminates the need to remember complex passwords. SafeNet MobilePASS+ is a cost-

effective way for businesses to leverage the security of One Time Passwords (OTP) using mobile phones. 

Associated with SafeNet Authentication Service- Cloud Edition, the SafeNet MobilePASS+ application is a 

perfect combination of security and convenience. It offers a simple user experience for token activation and 

authentication using the Push OTP mechanism. 

 
NOTE: SafeNet MobilePASS+ can generate passcodes independently of mobile 

network connectivity. 

Difference between SafeNet MobilePASS+ App and Token 

The SafeNet MobilePASS+ solution includes both the SafeNet MobilePASS+ app and SafeNet MobilePASS+ 

tokens. The following description clarifies the terms. 

SafeNet MobilePASS+ App 

The SafeNet MobilePASS+ app is an application that turns your mobile phone into a two-factor authentication 

device, removing the need to carry an additional hardware token. 

As a SafeNet MobilePASS+ user, you can generate passcodes on your mobile device, and use those 

passcodes to authenticate to protected corporate and web-based applications. 

SafeNet MobilePASS+ Token 

A SafeNet MobilePASS+ token is related to an account and its associated parameters, such as name, user PIN, 

enrolled keys, and PIN policy. Each SafeNet MobilePASS+ app can manage multiple SafeNet MobilePASS+ 

tokens. For example, a user may require several tokens, each one related to a different web service. 

Who Should Read this Document 

This document is intended for end-users who will be using the SafeNet MobilePASS+ app. This document 

provides information on how to install and run the SafeNet MobilePASS+ token. 
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Support Contacts 

If you encounter a problem while installing, registering, or operating this product, please make sure that you 

have read the documentation. If you cannot resolve the issue, contact your supplier or Gemalto Customer 

Support. Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this 

service is governed by the support plan arrangements made between Gemalto and your organization. Please 

consult this support plan for further information about your entitlements, including the hours when telephone 

support is available to you. 

Contact Method Contact Information 

Address Gemalto 

4690 Millennium Drive 

Belcamp, Maryland  21017, USA 

Phone US 1-800-545-6608 

International 1-410-931-7520 

Technical Support 
Customer Portal 

https://serviceportal.safenet-inc.com 

Existing customers with a Technical Support Customer Portal account can log in to 
manage incidents, get the latest software upgrades, and access the Gemalto Knowledge 
Base. 

 
  

https://serviceportal.safenet-inc.com/
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Installing the SafeNet MobilePASS+ App 

Supported Platforms 

SafeNet MobilePASS+ for iOS runs iOS versions 8, 9 and 10. 

Downloading the SafeNet MobilePASS+ Application 

Download and install SafeNet MobilePASS+ from Apple App Store. 

Once installed, the SafeNet MobilePASS+ application icon will be visible on your device: 
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Enrolling SafeNet MobilePASS+ Token 

Methods to Enroll a SafeNet MobilePASS+ Token 

Before you can use SafeNet MobilePASS+ to generate passcodes, you must enroll a SafeNet MobilePASS+ 

token on your device.  

 

NOTE: Additional SafeNet MobilePASS+ tokens can be added later (see ñ 

Creating a New Tokenò on page 30). 

 

You can enroll your SafeNet MobilePASS+ token using one of the following methods: 

¶ Automatic Enrollment ï Automatically copy and paste the activation code into the Auto Enrollment 

window by clicking the Enroll your SafeNet MobilePASS+ token link on the notification email. 

¶ QR Code Enrollment ï Scan a QR Code to enroll your SafeNet MobilePASS+ token. This is 

recommended when you cannot receive email or open self-enrollment from the target device.  

¶ Copy and Paste Activation String into the Automatic Enrollment Window - This is recommended 

when you have difficulties with Automatic Enrollment. For example, if the registration link in the device 

does not work or the browser in use does not support opening an external application. 
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Automatic Enrollment 

After your system administrator assigns you a token, you will receive a notification email. 

To enroll SafeNet MobilePASS+ token automatically: 

1. Tap the https:// link in the email.  

 

The SafeNet Authentication Service Self-Enrollment webpage opens. 

2. Click Enroll your SafeNet MobilePASS+ token. 
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3. If prompted to open in MobilePASS+ tap Open. 

  

4. If the Push Notification screen is displayed, to enable autosend passcodes tap OK, else tap No Thanks. 
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If you selected OK in the Push Notification screen, a message ñSafeNet MobilePASS+ò Would Like to 
Send You Notifications message is displayed.  

5. To enable Push Notifications tap OK, else tap Donôt Allow. 

 

 
NOTE:  The message ñApp Nameò Would Like to Send You Notifications is 

presented for all iOS apps that use notifications. It enables you to activate the 

appôs notification function. This screen is presented only once per app. 

 

 

 

NOTE: Your token can be configured by your system administrator to work with 

Token PIN, Server PIN, or no PIN. 

If configured for no PIN, you will not be prompted to enter a PIN. 

6. If your token is PIN protected, do one of the following: 

a. If your token is token PIN protected, the TOKEN PIN window opens. Enter a PIN in the Token PIN field 
and enter again in the Confirm Token PIN field, and tap SUBMIT. 

 

NOTE: The type and number of characters required for the PIN is displayed on the 

screen above the Submit button. 
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b. If your token is server-side PIN protected, the SERVER PIN window opens. Enter a PIN in the Server 
PIN field and enter again in the Confirm Token PIN field, and tap SUBMIT. 

 

NOTE: The type and number of characters required for the PIN is displayed on the 

screen above the Submit button. 
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7. In the Access Token with Touch ID screen, click Enable to activate Touch ID, or else click Skip. 

 

NOTE: The Access Token with Touch ID option is available only if activated by 

your system administrator. 

 

 

8. In the ENROLLMENT COMPLETE screen, do one of the following: 

a. To accept the default token name, tap OK. 

b. To edit the Token Name, type the required changes into the TOKEN NAME field and tap OK. 
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The newly enrolled SafeNet MobilePASS+ token is displayed in the SafeNet MobilePASS+ app. 
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Enrolling by Scanning QR Code 

After your system administrator assigns you a token, you will receive a notification email. 

 

To enroll SafeNet MobilePASS+ by scanning the QR Code: 

1. Tap the https:// link in the email on a different device to the one on which you want to install the SafeNet 
MobilePASS+ token  

The SafeNet Authentication Service Self-Enrollment webpage opens. 

2. Select iOS from the drop-down list of supported devices. The QR code is displayed. 

 

3. On your device, open the SafeNet MobilePASS+ application, tap Get Started (if this is the first time you 

have used the app), or tap the Add icon  
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4. In the Activation window, tap QR Code Enrollment.  

 

5. If prompted to allow SafeNet MobilePASS+ to access the camera, tap OK. 
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6. Point the camera to the QR Code on the SafeNet Authentication Service Self-Enrollment webpage 

  

The camera scans the QR Code and begins enrollment. 
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NOTE: Your token can be configured by your system administrator to work with 

Token PIN, Server PIN, or no PIN. 

If configured for no PIN, you will not be prompted to enter a PIN. 

 

7. If your token is PIN protected, do one of the following: 

a. If your token is token PIN protected, the TOKEN PIN window opens. Enter a PIN in the Token PIN field 
and enter again in the Confirm Token PIN field, and tap SUBMIT. 

 

NOTE: The type and number of characters required for the PIN is displayed on the 

screen above the Submit button. 

 

 



 
  

SafeNet MobilePASS+ for iOS 1.3: User Guide 
Document PN: 007-013372-003, Rev. A 

19 

 

b. If your token is server-side PIN protected, the SERVER PIN window opens. Enter a PIN in the Server 
PIN field and enter again in the Confirm Token PIN field, and tap SUBMIT. 

 

NOTE: The type and number of characters required for the PIN is displayed on the 

screen above the Submit button. 

 

 

8. In the Push Notification screen, to enable autosend passcodes tap OK, else tap No Thanks. 
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If you selected OK in the Push Notification screen, a message ñMobilePASS+ò Would Like to Send You 
Notifications message is displayed.  

9. To enable Push Notifications tap OK, else tap Donôt Allow. 

 

 
NOTE:  The message ñApp Nameò Would Like to Send You Notifications is 

presented for all iOS apps that use notifications. It enables you to activate the 

appôs notification function. This screen is presented only once per app. 
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10. In the Access Token with Touch ID screen, click Enable to activate Touch ID, or else click Skip. 

 

NOTE: The Access Token with Touch ID option is available only if activated by 

your system administrator. 

 

 

11. In the ENROLLMENT COMPLETE screen, do one of the following: 

c. To accept the default token name, tap OK. 

d. To edit the Token Name, type the required changes into the TOKEN NAME field and tap OK. 

 


















































































