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Preface

SafeNet MobilePASS+ is a mobile client application that enables you to access corporate and web-based
resources securely. It eliminates the need to remember complex passwords. SafeNet MobilePASS+ is a cost-
effective way for businesses to leverage the security of One Time Passwords (OTP) using mobile phones.
Associated with SafeNet Authentication Service- Cloud Edition, the SafeNet MobilePASS+ application is a
perfect combination of security and convenience. It offers a simple user experience for token activation and
authentication using the Push OTP mechanism.

lﬁ NOTE: SafeNet MobilePASS+ can generate passcodes independently of mobile
network connectivity.

Difference between SafeNet MobilePASS+ App and Token

The SafeNet MobilePASS+ solution includes both the SafeNet MobilePASS+ app and SafeNet MobilePASS+
tokens. The following description clarifies the terms.

SafeNet MobilePASS+ App

The SafeNet MobilePASS+ app is an application that turns your mobile phone into a two-factor authentication
device, removing the need to carry an additional hardware token.

As a SafeNet MobilePASS+ user, you can generate passcodes on your mobile device, and use those
passcodes to authenticate to protected corporate and web-based applications.

SafeNet MobilePASS+ Token

A SafeNet MobilePASS+ token is related to an account and its associated parameters, such as name, user PIN,
enrolled keys, and PIN policy. Each SafeNet MobilePASS+ app can manage multiple SafeNet MobilePASS+
tokens. For example, a user may require several tokens, each one related to a different web service.

Who Should Read this Document

This document is intended for end-users who will be using the SafeNet MobilePASS+ app. This document
provides information on how to install and run the SafeNet MobilePASS+ token.
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Support Contacts

If you encounter a problem while installing, registering, or operating this product, please make sure that you
have read the documentation. If you cannot resolve the issue, contact your supplier or Gemalto Customer
Support. Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this
service is governed by the support plan arrangements made between Gemalto and your organization. Please
consult this support plan for further information about your entitlements, including the hours when telephone
support is available to you.

Contact Method Contact Information

Address Gemalto
4690 Millennium Drive
Belcamp, Maryland 21017, USA

Phone us 1-800-545-6608
International 1-410-931-7520

Technical Support | https://serviceportal.safenet-inc.com

Customer Portal Existing customers with a Technical Support Customer Portal account can log in to

manage incidents, get the latest software upgrades, and access the Gemalto Knowledge
Base.
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Installing the SafeNet MobilePASS+ App

Supported Platforms

SafeNet MobilePASS+ for iOS runs iOS versions 8, 9 and 10.

Downloading the SafeNet MobilePASS+ Application

Download and install SafeNet MobilePASS+ from Apple App Store.

Once installed, the SafeNet MobilePASS+ application icon will be visible on your device:
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Enrolling SafeNet MobilePASS+ Token

Methods to Enroll a SafeNet MohilePASS+ Token

Before you can use SafeNet MobilePASS+ to generate passcodes, you must enroll a SafeNet MobilePASS+
token on your device.

@ NOTE: Additional SafeNet MobilePASS+t okens can be added
Creatinga New Tokend on 3p)age

You can enroll your SafeNet MobilePASS+ token using one of the following methods:

1 Automatic Enrollment 7 Automatically copy and paste the activation code into the Auto Enroliment
window by clicking the Enroll your SafeNet MobilePASS+ token link on the notification email.

1 QR Code Enrollmenti Scan a QR Code to enroll your SafeNet MobilePASS+ token. This is
recommended when you cannot receive email or open self-enroliment from the target device.

1 Copy and Paste Activation String into the Automatic Enrollment Window - This is recommended
when you have difficulties with Automatic Enroliment. For example, if the registration link in the device
does not work or the browser in use does not support opening an external application.
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Automatic Enrollment

After your system administrator assigns you a token, you will receive a natification email.
To enroll SafeNet MobilePASS+ token automatically:

1. Tap the https:// link in the email.

SafeNet Authentication Service Self-
enroliment

oday at 18:37

Bill Spears:
Your self-enrollment account has been
created.

If you are enrolling a hardware token and do
not yet have your token, contact your
system administrator.

Go to the following URL to enroll with
SafeNet Authentication Service:

hitp://sastestse.safenet-
inc.com/selfEnroliment/index.aspx?
code=E1y09YgODbMxjkyZXHWBIw73B

If the above link does not work, copy and
paste this URL to your web browser.

= | = X Lf

The SafeNet Authentication Service Self-Enrollment webpage opens.
2. Click Enroll your SafeNet MobilePASS+ token.

Enrolling your token on this device:

If the MobilePASS+ application is not yet installed on
your device:

* Download and install it x

O

Once the application has been installed, select the link
below to install the token on your deviee.

Enroll your MobilePASS+ token

In the event you are experiencing difficulties with loading
the token with this link, you may copy the following
string, open the MobilePASS+ application, select
Automatic Enrollment, and then paste (on some platforms
it may already be pasted):

RW5yb2xsbWVudFVSTD lodHRwezovL3Nhe3RIe3RzZ
S5zYWZIbmVOLWIuY y5jb20ve2 VsZmVuem9sbG11bn
QvZHNrcHAuY XNweD9zY zl UTEZNRUA3RKIIDQpVe
2VySUQIQmIsbFNwWZWFyewOKUGFze3BoemFzZT0S
Nigy

To enroll your token on another device

- m 3
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3. If prompted to open in MobilePASS+ tap Open.

Open in "MobilePASS+"?

Cancel Open

4. If the Push Notification screen is displayed, to enable autosend passcodes tap OK, else tap No Thanks.

Push Notification

Allow push notifications to
automatically send passcodes.

Click OK on the next screen
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IfyouselectedOKi n t he Push Noti fi caSadfoelNetcrMemil aP AS+sta gWwo uil d
Send You Notifications message is displayed.

5. To enable Push Notifications tap OK, elsetapDon 6t Al | ow.

"MobilePASS+" Would Like to
Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don’t Allow

lﬁ NOTE: The mesAmmeNdmeo Would Like to iSend
presented for all iOS apps that use naotifications. It enables you to activate the
appbs notification function. This scre:

@ NOTE: Your token can be configured by your system administrator to work with
Token PIN, Server PIN, or no PIN.

If configured for no PIN, you will not be prompted to enter a PIN.

6. If your token is PIN protected, do one of the following:

a. If your token is token PIN protected, the TOKEN PIN window opens. Enter a PIN in the Token PIN field
and enter again in the Confirm Token PIN field, and tap SUBMIT.

@ NOTE: The type and number of characters required for the PIN is displayed on the
screen above the Submit button.
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Token PIN

Set and confirm your PIN.

Token PIN

Confirm Token PIN

|,_.«|

The PIN should contain 4 numeric characters.

b. If your token is server-side PIN protected, the SERVER PIN window opens. Enter a PIN in the Server
PIN field and enter again in the Confirm Token PIN field, and tap SUBMIT.

@ NOTE: The type and number of characters required for the PIN is displayed on the
screen above the Submit button.

< MobilePASS+

SERVER PIN

Set and confirm your PIN.

Server PIN

The PIN should contain 4 to 8 alphanumeric characters
and have at least one numeral and one character.
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7. Inthe Access Token with Touch ID screen, click Enable to activate Touch ID, or else click Skip.

@ NOTE: The Access Token with Touch ID option is available only if activated by
your system administrator.

@ Safari esese 4G 18:49 (o

Access Token with Touch ID

&
=

Enable Touch ID for this token to

use your fingerprint for faster,
easier access to your token and
login request approvals. You can
change this setting in the token
details screen at any time.

Any fingerprint[s] saved on this device will be able
to access your token and approve login requests.

8. Inthe ENROLLMENT COMPLETE screen, do one of the following:

a. To accept the default token name, tap OK.

b. To edit the Token Name, type the required changes into the TOKEN NAME field and tap OK.

< Enrollment

Enrollment Complete

Your new token has been
successfully enrolled.

Token Name

| B\LlSpearsl ‘
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The newly enrolled SafeNet MobilePASS+ token is displayed in the SafeNet MobilePASS+ app.

MobhilePASS+ +

0 Login request
pending

Bill Spears X

gemalto'
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Enrolling by Scanning QR Code

After your system administrator assigns you a token, you will receive a natification email.

To enroll SafeNet MobilePASS+ by scanning the QR Code:

1. Tap the https:// link in the email on a different device to the one on which you want to install the SafeNet
MobilePASS+ token

The SafeNet Authentication Service Self-Enrollment webpage opens.

2. SelectiOS from the drop-down list of supported devices. The QR code is displayed.

To enroll your token on another device

Please select a supported device below, and follow the instructions.
i0S -
If the MobilePASS+ application is not vet installed on your device:

+ Locate it on Apple App Store '4 Download en the

App Store

« Download and install it

Open this page on your selected device, and follow the instructions shown on the page.

« To enroll your token on your device using
QR code, scan the code to the right using
downloaded MobhilePASS+ application on

your device,

3. On your device, open the SafeNet MobilePASS+ application, tap Get Started (if this is the first time you
have used the app), or tap the Add icon +
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4. Inthe Activation window, tap QR Code Enrollment.

< Enrollment

Option 1

Click the activation link provided in your
enrollment email

Option 2

Tap Auto Enrollment and paste the activation
string from your enrollment email

Option 3

* Tap QR Code Enrollment and scan a QR code

Auto Enrollment

QR Code Enrollment

5. If prompted to allow SafeNet MobilePASS+ to access the camera, tap OK.

“MobilePASS+" Would Like to
Access the Camera

Don't Allow OK

SafeNet MobilePASS+ for iOS 1.3: User Guide
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6. Point the camera to the QR Code on the SafeNet Authentication Service Self-Enrollment webpage

MobilePASS+

Activation

Auto Enrollment

() QR Code Enrollment

tructions shown on the page. Open this page on vour selected device. and follow the instructions shown on the page.

« To enroll your token on your device using
QR code, scan the code to the right using
downloaded MobilePASS+ application on

your device,

The camera scans the QR Code and begins enroliment.
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@ NOTE: Your token can be configured by your system administrator to work with
Token PIN, Server PIN, or no PIN.

If configured for no PIN, you will not be prompted to enter a PIN.

7. If your token is PIN protected, do one of the following:

a. If your token is token PIN protected, the TOKEN PIN window opens. Enter a PIN in the Token PIN field
and enter again in the Confirm Token PIN field, and tap SUBMIT.

Eﬁ: NOTE: The type and number of characters required for the PIN is displayed on the
screen above the Submit button.

< MobilePASS+

TOKEN PIN

Set and confirm your PIN.

Token PIN

Confirm Token PIN

[

The PIN should contain 4 numeric characters.

SUBMIT
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b. If your token is server-side PIN protected, the SERVER PIN window opens. Enter a PIN in the Server
PIN field and enter again in the Confirm Token PIN field, and tap SUBMIT.

W NOTE: The type and number of characters required for the PIN is displayed on the
screen above the Submit button.

< MobilePASS+

SERVER PIN

Set and confirm your PIN.

Server PIN

8. Inthe Push Natification screen, to enable autosend passcodes tap OK, else tap No Thanks.

PUSH NOTIFICATION

Allow push notifications to automatically
send passcodes

Click OK on the next screen
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IfyouselectedOK i n the Push Noti fi dvotbiidnr PsAcSrSeredbn ,Woau | e sLs &kgee t
Notifications message is displayed.

9. To enable Push Notifications tap OK, elsetapDon 6t Al | ow.

“MobilePASS+” Would Like to

Send You Notifications
Notifications may include alerts,
sounds, and icon badges. These can

be configured in Settings.

Don't Allow

g NOTE: The mesAmpeNdmeod Would Like to iSend
presented for all iOS apps that use notifications. It enables you to activate the
appds notification function. This scre:
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10. In the Access Token with Touch ID screen, click Enable to activate Touch ID, or else click Skip.

NOTE: The Access Token with Touch ID option is available only if activated by

@ your system administrator.

MobilePASS+

Access Token with Touch |D

P\
[

Enable Touch ID for this token to
use your fingerprint for faster,
easier access to your token and
login request approvals. You can
change this setting in the token

details screen at any time.

Any fingerprint[s] saved on this device will be able to
access your token and approve login requests.

11. In the ENROLLMENT COMPLETE screen, do one of the following:

c. To accept the default token name, tap OK.
d. To edit the Token Name, type the required changes into the TOKEN NAME field and tap OK

21
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